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Annotasiya. XXI asrdo elmi-texniki to-
rogginin yeni — informasiya inqilab1 adlanan
morhalasi hayat Saviyyasinin va sosial rifahin
yuksaldilmasina yonalon naticalari ilo yanasi,
milli, harbi va siyasi, xususilo do sosial toh-
lukasizliys tohdid olan yeni cinaystkarliq for-
malarmin inkisafi vo genislonmasina do tokan
vermisdir. Hazirda Olkalorin kibersistemino
geyri-qanuni sokildo daxil olmag, sistemi istis-
mar etmok vo ya pozmagq foaliyyati milli tahli-
kasizlik ticiin tohdid amilina ¢evrilmisdir. In-
formasiyanin vo ya elektron cihazlarin, proses-
larin, malumatlarin emali zamani istifado edi-
lon texnologiyalar sistemina gosdon vo ya ica-
Zosiz girig, onun manipulyasiyast vo ya mohv
edilmasi moqgsadilo hoyat kegirilon kiberhi-
cumlar ogli mulkiyyat itkilorinin iki dofo art-
masina sabab olmusdur. Elm va texnologiyalar
insanlarin hayat torzinin yaxsilasdirilmasina
yOnalmisdir, lakin informasiya texnologiyala-
rinin siirati hoyat mobilliyini artirmis, tohliko-
sizlik baximindan yeni narahatliqlar yaratmis-
dir. XXI osr yeni diinya nizaminin formalas-
mas1 insanlarin rifahina vo Umumilikdo mov-
cud olmasina tohliiko yaradan cinayotkarligin
yeni formalarda tozahiriine gotirib ¢ixarmis-
dir. Hazirda klassik ogurluq va firildaqe¢iliq ki-
mi cinayat amallari fiziki tomas va ya qurbanla
eyni yerds olmadan virtual mimkinlik gazan-
misdir. Son onilliklards nainki har il, hatta har
ay yeni formalar1 ortaya ¢ixan kibercinayat-
lorin bitkin va ohatali torifi bu gun Gglin mov-
cud olsa bels, natamam xarakterli olardi. Bu-
nunla yanasi, kibertohdid va cinayatlorin ¢ox-
sayli, dar vo genis monada izah va toriflori
mdovcuddur.
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Acar sozlar: kibercinayatkarliq, defini-
siya, kibermokan, kibertohlikasizlik, kiberhu-
cum, kibertohdid, informasiya miiharibasi, in-
formasiya amoaliyyatlart.

XXI1 asrdo elmi-texniki toragqginin yeni —
informasiya inqilab1 adlanan marhalasi hayat
Saviyyasinin va sosial rifahin yiiksaldilmasine
yOnolon naticalari ilo yanasi, milli, harbi va
siyasi, xususilo do sosial tohlukasizliys tohdid
olan yeni cinaystkarliq formalarinin inkisafi vo
geniglonmasino do tokan vermisdir. Hazirda
Olkalarin Kibersistemino qeyri-qanuni sokildo
daxil olmagq, sistemi istismar etmok vo ya poz-
maq foaliyyati milli tohlukasizlik t¢un tohdid
amilino cevrilmisdir. Informasiyanin vo ya
elektron cihazlarin, proseslorin, moalumatlarin
emal1 zamani istifado edilon texnologiyalar sis-
temina gosdan Vo ya icazesiz giris, onun mani-
pulyasiyast vo ya mohv edilmasi moagsadilo
hoyat kecirilon kiberhiicumlar agli mulkiyyat
itkilorinin iki dofo artmasma sobob olmusdur.
Elm vo texnologiyalar insanlarin hayat torzinin
yaxsilagdirilmasina yonolmisdir, lakin infor-
masiya texnologiyalarinin siirati hoyat mobil-
liyini artirmig, tohlikosizlik baximindan yeni
narahathiqlar yaratmigdir. XXI asr yeni diinya
nizaminin formalagsmasi insanlarin rifahia vo
Uumumilikds méveud olmasina tohliiks yaradan
cinayotkarligin yeni formalarda tozahiriine go-
tirib ¢ixarmigdir. Hazirda klassik ogurluq vo
firlldaqgiliq kimi cinayat omollori fiziki tomas
Vo ya qurbanla eyni yerdo olmadan virtual
miimkiinliik qazanmigdir [1].

Son onilliklorda nainki har il, hatta har
ay yeni formalar1 ortaya ¢ixan kibercinayot-
larin bitkin va ohatali torifi bu gun Gglin mov-
cud olsa bels, natamam xarakterli olardi. Bu-
nunla yanasi, kibertohdid va cinayatlorin ¢ox-
sayli, dar vo genis monada izah va toriflori
movcuddur. Kibercinayotkarliq komputerin,
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kompiiter sobokasinin vo ya soboko qurgusu-
nun istifads edildiyi vo ya hiicuma maruz qgal-
dig1 cinayat faaliyyatidir. Kiberhiicumlarin ok-
sariyyati kibercinayotkarlar vo ya hakerlor to-
rofindon maliyys monfosti oldo etmok Ggtn
hoyata kecirilir. Bununla bels, kiberhlicumla-
rin magsadi, ham da soxsi va ya siyasi sobab-
lordon komputerlorin vo ya sobokalorin mag-
sadyonlii sokilds siradan ¢ixarilmasidir. Kiber-
cinayatkarliq yeni baslayan hakerlordon tutmus
qabagqcil texnikalardan istifado edoan va texno-
logiyaya yaxsi bolod olan six sobokslogmis
dastalora gadar mixtalif soxslor va toskilatlar
torofindon toradilir. Hazirda diinyada kiberci-
nayatlor toradon goxsayli belo sobakalor mov-
cuddur [2].

Basqa sozlo, yasadigimiz real diinyada:
internet Uzoarindan virtual mokanda taskil oluna
Vo insana qarsi yonoaldilo bilon istanilon cina-
yot — kibercinayot adlanir. Umumilikdo soxsi
moalumatlarin ogurlanmasi, terror aktlarinin t6-
radilmasi, elektron amlakin geyri-ganuni ola-
rag olo kecirilmasi (masalan, elektron, ragom-
sal quldurluqg/piratliq), geyri-qanuni koglrmo
omoliyyatlari, informasiya oldo etmok (cln
Ozlinii “etibarli, solahiyyatli” bir soxs kimi tog-
dim etmok (firlldaq¢iliq), yaxud zararli vo ya
ganunsuz informasiya (spam) oks etdiron iri-
hocmli elektron moktublar gondarmok va s. ki-
bercinayot hesab edilir. Internet/informasiya
sistemlorino ganunsuz daxilolma, mudaxils,
habelo digor formalarda informasiya tohlika-
sizliyinin pozulmasima yonoldiyi ehtimal edi-
lon saylor isa kibertohdid kimi saciyyslondirilir
[4].

Kibercinayotkarliq hesab edilir:

— viruslar va ya diger zororli programlar va-
sitasilo kompiiterlora hiicum edarak cina-
yat toradilmasi;

— basqga cinayatlor torotmok moagsadilo kom-
plterlordon va digor elektron resurslardan
istifads. Kibercinayatkarliq getdikco artan
global problemdir. Tosadifi deyil ki, Dln-
ya Igtisadi Forumunun (WEForum) eks-
pertlari 2021-ci ili diinyada “kiberpande-
miya ili” adlandirmiglar: bosoriyyat “ki-
berpandemiya”nin ortasindadir. COVID-
19 mosafodon islomoya kegidi siratlondir-
di ki, bu da hiicum mogsadils istifads olu-
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nan program tominatinin icrasini asanlas-
dird1 (“ransomware” hiicumlar1 goriinmo-
mis siiratlo artmaqda davam edir) [1]. Be-
Ialiklo, hazirda har kas - agilli telefon isti-
fado edon soxslor, kicik biznes, “Fortuna
500 oan gabagcil innovasiya reytingi siya-
hisina daxil olan qlobal sirkatlor, eloco do
Kibertohliikasizlik Uzrs ayrica miitoXassis-
lor kibercinayatlordon Xxabardar olmalidir.
Internet bir torofdon diinyaya indiyadok
gorinmomis faydali imkanlar verir, digar
torofdon gorinmomis ziyanlara yol agir.
Texnologiyalardan sui-istifads edan kiber-
cinayatkarlar ham bitév biznes sahalorini,
hom do insanlarin soxsi hayatini moahv
edir. Dunya 0Olkalari, beynolxalq toskilatlar
Kibercinayatkarlar1 dayandirmaq vo Kiber-
tohllikasizliyi tomin etmok i¢tin mubarizo
aparir. Qlobal comiyyatdo ohalinin yari-
sindan ¢oxu, togriban Ucdo ikisi internet
baglantisina, 20%-i iSo sosial sobokalora
Uzvdur. Malumdur ki, hazirda diinya sha-
lisinin 85%-i mobil cihazlardan istifads
edir, 15% insan mobil telefonlarin ticarati
ilo magguldur. Toqdim edilon statistik gos-
toricilor basariyyatin informasiya texnolo-
giyalarindan qeyri-adi asililiga malik ol-
dugunu niimayis etdirir. Informasiya tex-
nologiyalarindan, xiisuson do internetdan
beynolxalq asililiq davamli sokildo yiksa-
lir. Todqiqatgilar giiman edirlor ki, global
sobokads giindalik 294 milyard e-poct me-
saji gondorilir vo 24 saat middotindo 168
milyon DVD molumati istehsal edilir.
Youtube serverlorina gundslik 864.000
saat video yiklonir, Netflix istifadogilori
glinda 22 milyon saat TV va ya film izlo-
yirlor [2,3,4].

Avtomatlasdirilmis idarsetma sistem-
lIarinin kiber tohliikasizliyi — Avtomatlasdiril-
mis idaroetmo sistemlorinds (AIS) kompiiter
sabokasi vo verilonlor bazasi kimi miiasir in-
formasiya texnologiyalarinmn (IT) istifadosi za-
mani informasiyanin doyori artir, belo ki, in-
formasiya molumatlanma doracesini artirmaga,
miixtalifsaviyysli komandanliq, horbi idarset-
mo orqanlar1 vo kosfiyyat arasinda qarsiliqh
olagoni yaxsilagdirmaga vo bununla da 6z in-
formasiya Ustlinliiylinii reallagdirmaga imkan
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verir. IT-nin inkisafi vo onlar asasinda yaradi-
lanlarin AIS-o totbiqi, qosunlarin siiratls infor-
masiya ylkli silah, horbi texnika (HT), yiiksok
doqiqlikliye malik kosfiyyat vo mohvetmo va-
sitolori ilo tomin edilmaesi, informasiya miibari-
zasi silahli qiivvalorin imumi gobul edilmis vo
onanavi idaraetmo modelindo koklii doyisiklik-
lors sobab oldu. Osas torkib hissesi informa-
siya vo texnoloji Ustlinliiyiin nailiyyatlori olan
omoliyyatlar 6n plana ¢ixdi. Bu tendensiyalar
0zunl NATO-nun Balkanlar, ©fganistan vo
Iraqda apardig1 horbi amoliyyatlar zaman1 da-
ha aydin sokildo gostordi [9]. Hazirda NATO-
ya lizv Olkslor, CXR vo Rusiya kimi bdyiik
harbi potensiala malik dovlstlor 6ziiniin kiber
tohliikosizliyinin tomin edilmosi problemina
cox ciddi yanasirlar. S6ziigedon oblastda lider-
lik, sOzsiiz ki, informasiya qarsidurmasi strate-
giyasinin asaslarini halo 1992-ci ilds irsli siir-
miis ABS-a moxsusdur [5-8].

ABS-in Silahli Qiivvalorinin qorargah
roislori komitasi torafindon tosdiq edilmis “In-
formasiya omoliyyatlar’” sonodindo Amerika
harbi rohbarliyinin informasiya omoliyyatlari-
nin hazirlanmasi, hoyata kegirilmosi, informa-
siya qarsidurmasinin moqsadi vo asas prinsip-
lorino dair baxiglari, hamginin belo amaliyyat-
larin siilh vo miiharibo soraitinds hazirlanmasi-
na cavabdeh olan vozifoli soxslorin vozifo
borclar1 gostorilmisdir [10]. Sonaddon goriin-
diiyli kimi, informasiya omaliyyatlar1 diismon
torofin informasiya - kommunikasiya sobokalo-
rinin vo kompiiter sistemlorinin miidafiasini,
eyni zamanda diizgiin gorar qabul etmosini ¢o-
tinlogdirmok vo yaxud tamamilo mimkinsiz
etmok ii¢lin maddi vo monovi resurslarina tosir
gostoron kompleks todbirlori ohato edir. Belo
omaliyyatlar, asason, 5 torkib hissaesindon iba-
rotdir [11]:

— radioelektron miibarizo (electronic war-
fare);

— psixoloji amoliyyatlar (psychological ope-
rations);

— informasiya-kommunikasiya sobokolorindo
omoliyyatlar (computer network opera-
tions);

— horbi dezinformasiya (military deception);

— operativ tohliikosizlik (operations security).
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Siilh vo miiharibs soraitinds informasiya
omoliyyatlarinin ugurlu basa ¢atmasi iigiin va-
cib olan komokg¢i elementlori do toyin olun-
musdur:

— informasiya dayaniqliligi (information as-
surance);

— fiziki tosir (physical attack);

— oks-kosfiyyat (counter intelligence);

— fiziki tohliikasizlik (physical security);

— verilanlarin toplanmasi va istifads olunmasi
(combat camera);

— ictimaiyyatlo oalaga (public affairs);

— mulki - horbi amoliyyatlar (civil - military
operations);

— ictimai diplomatiyanin Miidafio Nazirliyi-
nin strukturlar1 torsfindon dostoklonmasi
(defense support to public diplomacy)
[12].
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An”oranmusi. B XXI| Beke HacTynun
HOBBII 3Tall HAYYHO-TEXHUUYECKOT0 Mporpecca,
[OJIYYMBIIMN  Ha3BaHHE HWH(POPMALMOHHON
PEBOIOLIMU, HAPSLY C €€ pe3yJbTaTaMu, Hall-
PaBJICHHBIMU Ha MOBBIIIEHUE YPOBHS KU3HU U
OOIIECTBEHHOTO OJIarOCOCTOSHUSA, ITO TaKkKe
CTUMYJIMPOBAJIO PA3BUTHE U PACIIPOCTPAHEHUE
HOBBIX (OPM TPECTYNHOCTH, YIPOKAIOLINX
HAIIMOHAJILHOM, BOEHHOM, MOJUTHYECKOE U
0oco0eHHO comuane-HOoe obecneueHue. B
HAaCTOsIEe BpPEMsI HE3aKOHHOE ITPOHMKHOBE-
HUE B KMOEpCHUCTEMY CTpaH, ee dKCIUTyaTalus
WIK paspyuieHue craio (aKTopoM Yrpo3bl
HalMOHaNIbHOU Oe3omacHocTH. [IpenqHamepeH-
HBI WIM HECAHKIMOHUPOBAHHBIM JIOCTYIl K
cucreMe UWHGOpPMALlUU WM  JIEKTPOHHBIM

yCTpoiicTBaM, mpoleccaM U TEXHOJIOTHUSM,
UCTOJb3yeMbIM MpU 00paboTKe JIaHHBIX,
kuOepaTraky, OCYLIECTBISIEMbIE C  LENbIO

MaHUIyJUPOBAaHUS MMM WM YHUYTOXKEHUS,
MIPUBEJIN K JABYKPATHOMY YBEIMUYEHUIO NOTEPh
MHTEJJIEKTyallbHOM coOcTBeHHOCTH. Hayka u
TEXHOJIOTMM HallpaBJIEHbl Ha YJIy4lEHUE
oOpa3a »KU3HMU JtOJIel, HO CKOPOCTh HH-
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(hOpMaIMOHHBIX TEXHOJOTUH YBEIWYHIIA MO-
OWIIBHOCTh KU3HU U CO3[ajia HOBBIE IpoOIie-
MbI 6e30onacHocTH. DOpMUPOBaHIE HOBOTO MHU-
poBoro mopsiika XX| Beka MpuBeso K MposiB-
JICHWIO TIPECTYIMHOCTH B HOBBIX (popmax, 4To
CTaBUT MOJ yrpo3y Onaromoiydue U ooOiee
CYIIECTBOBaHUE JIOACi. B Hamm gHu Kiaccu-
YeCcKUe MPECTYyIIIEHUS, TAKHe KaK Kpaxa H MO-
IMICHHUYECTBO, CTad NPAKTUYECKA BO3MOXK-
HbIMH 0e3 (pU3UYecKOro KOHTaKTa WIM Ha-
XO0XKJEHUS B OJHOM MecTe C keprtBoil. Hc-
YepIibIBaloIee U BCeoObeMITIONIee Ompeere-
HUE KHOEPNPECTYMHOCTH, KOTOpPOE TOSBIIs-
JIOCh HE TOJNBKO Ka)bIi TOA, HO U KaKIbIH
MeEcCAI, B IOCICIHUES JECATHIIETHS, OBLIO ObI
HEMOJIHBIM, Ja)Ke €clii Obl OHO CYIIIECTBOBAJIO
cerogus. Kpome TOro, CymecTByeT MHOMXECT-
BO Y3KHX M IIUPOKUX OOBSICHEHUU W OIpeje-
JIeHUH KHOEepyrpo3 U MpecTyIICHUH.

KiaroueBble ciaoBa:  xubepnpecmyn-
HoCcmb, onpedenenue, KubepnpocmpaHcmeso,
Kubepbezonacnocms, Kubepamaxa, Kubepye-
po3a, UHGOPMAYUOHHAS BOUHA, UHPOpMAYU-
OHHble Onepayuu.
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CYBERCRIME IN MODERN TIMES

M.SH. Shirinov!2 A.A. Badirkhanov!®?

! Azerbaijan State Academy of Physical Education and Sport
@ mubariz.shirinov@sport.edu.az, orcid.org/0009-0007-5294-5697

b adil.badirkhanov@sport.edu.az, orcid.org/0009-0009-2914-9398

Annotation. In the 21st century, the new
stage of scientific and technical progress called
the information revolution, along with its re-
sults aimed at improving the standard of living
and social welfare, has also stimulated the de-
velopment and expansion of new forms of cri-
me that threaten national, military, political,
and especially social security. At present, ille-
gally entering the cyber system of countries,
exploiting or disrupting the system has become
a threat factor for national security. Intentional
or unauthorized access to the system of infor-
mation or electronic devices, processes, and
technologies used during data processing, cy-
ber-attacks carried out for the purpose of its
manipulation or destruction caused a doubling
of intellectual property losses. Science and
technology are aimed at improving people's
lifestyle, but the speed of information techno-
logy has increased the mobility of life and
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created new security concerns. The formation
of the new world order of the 21st century has
led to the manifestation of criminality in new
forms, which threatens the well-being and ge-
neral existence of people. Nowadays, classic
crimes such as theft and fraud have gained a
virtual possibility without physical contact or
being in the same place with the victim. An
exhaustive and comprehensive definition of
cybercrime, which has emerged not only every
year, but even every month, in recent decades,
would be incomplete even if it existed today.
In addition, there are numerous, narrow and
broad explanations and definitions of cyber
threats and crimes.

Keywords: cybercrime, definition, cy-
berspace, cyber security, cyber attack, cyber
threat, information warfare, information ope-
rations.
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